arxiv:2508.14699v1.0 O [

VRSN : (50 card BRVERS I Ao i) v 444

R HLI

Jan Lum Fok®?, Qingwen Zeng® Shiping Chen®, Oscar Fawkes?, Huaming Chen?®

@ The University of Sydney, Australia

b Constantinople, Australia
¢ CSIRO, Australia

Jan@cxnpl.com, {qingwen.zeng, huaming.chen}@sydney.edu.au, shiping.chen@data61.csiro.au, OscarF@Qcxnpl.com

RS R VER I (CCFD) i 4 i S5 DL 2% 27 2]
(ML) —SCse i, AERUN IR ViESS 50 % T e e 55 B 2%
FREE. ML BORAEKVER AT 55 b L2480 1T 3430k, Fr
PR EA A b BRI LA LR AT 1 % )
PR IZPESE, RN ML BORIGEm, e IR 2L T
CCFD LR BRI, DRI FE EARBER % . iXit
eI AR Tk 22 S FRCE R 1 RN, JUHR R
Britize Shb, WAAraek k. b T iRYLX—2E, fEA 0,
MBI A 2 HERORDF AN LT, CCFD ML iRl
SHOCHLA Ptk . AR5, 2E TREEM B kg A 115
FRA2 Sh ks Wb id e o A goxh bl e b . Befi g% Bl
VESE ¥ A% Bl e 5 S S 405 T-PURsg min, S8R & B AR
b i B R ML RO g2 PRl 5 e it . pbsb, st
o 2T B0 15 0 B i 5 1 A e Rkt B RE AR 6 88 ST 56 T BRI 4
VA TIes, WESUE ¥ IRANODFSEE A . O IWER R %
AR, 32 TH R T CCFED iy kB b £
Pk

Index Terms—%hidli, f5MEKERMN (CCFD), %
KB, TR, SRty

I. N4

FATIE H WEbLar=~ ) (ML) e @l Ss Ay 2R
A, XE MR T IVER I KU PR AL R
(AML) 2405 324 M 1k, XL iR g5 MM T 1%
Sir) ML LAY, Anpesfems . 4 ] R s > BoR
TER i 24 e o5 o ML (R QR 2 —, 5 I RIBOE
il (CCFD) @—AEEH ], B RES LB SR 5
WV Ty S iR YVE TS SR o Pl T R LA B T
MR L6 Hy ML B A4 KU DAL L 8 G T AR VEAS: D

ARG, WO EATHERTHUAO 7 T A 2 —
AE DI (1]

H—Jr, BARORN, FEEBEE LI
ML BEARAFAERI , e i )y ARE 5 A il ¢
DS A ML A . 53k e Tt 7 4 AL e AL
SRR PR RS XA (2], 2T R AE T
SEAUILE 75 T A X 2L Mt (BAEE I CCFD 4§
S Rl 55 M R PR R AR R X R iR 55— i il R
ARG . XA SR P R A R R,
THEHL, FRBARR AL A SR E 2R (3],
B TR PR . XA 2 R R 1 A A
WK, P L) iz i T BT ML B AR A
B, WA 5 T e e stk . geit
s, AE 2020 AR —H, A5 R VR i AL
T2 5. T2 {LHBEIHR R (4] BUA XU ik e 2
RARBE BT PARY T FH - 4 ik o S 1) 1 s 2t |
ZiA ML AL RN A, X g ORISR T ML i 35vERG: I
ARG T TR Z T H,

MR — R, ASCE e % T AE CCFD sk
Bz YRR T R EERY ML BT 22 4. AR
FHET R EE R B B A O PR A, HEBFTT B AT TR
VERPERERISE M . Ry 1 2 Hh b B A G B TR P AN Y
Wz A E I R MY B R, AT X
LOXURE AR A B IR AR R T AR ML AR X —
JAAE R T CCFD B il O ST, R AE ks 4L
P ENZRR) ML B D) 32 3 R G AT R X it . 3K
ITASAIF I8 25 R it ] 1 30 Y1) o AR fa 1) B AL ) Dfe 39 o


https://arxiv.org/pdf/2508.14699v1
https://cenxiv.cn/cn-pdf/2508.14699v1

HF ML R RG24
B ASCHUE T AR B Tk

o FRNTRE T ARSI BGE I AR,
A4 CCFD. 380700 B bR 25T i AREA
SRR 0 T 3 SR VERS L SC L ST
R ], FATVEAG T — ST B8 RE RO BLAL
$a R F BT BRSO T 5 2 T B bR (48
111 ﬁ*%)

o FRATRE P ELST A A0S R R 5 B AR SR Y
MEBEAT T 4TS . AN, TR T HRE
AAE R LI TR B ST LA e, kS fgis
B 56 AR ] R A R i A . Ao, 3%
1125 18 T — AR BS B EL R P28 ST BIA SRRt
PO AT R . ST SR S R 2
W, F AT TAEUER 178 1 AR A B B
AT DU R B G0 [ AR (o s e
%1, (V)

o SERTZHERE, TN T T COFD KAl 40
(2B TR, 575 T B IR S i I 55
IR E IR I . APt R T
R 4 R VE A6 ) 22 95 22 A M VA T % B8 K 1Bl
TR DA Rt X7 B 55t sk . (5 VI
A FAR TSGR 5 [T 45 1R T A 2

R ATTTIG 02 % (W LY 22 Sk e [ OF e A TR
TPEAN I TSI E . 8 VIR T SCIh g, T
HS AT TIRAAT . B, # VI g Tiesot
AR T AL AR 1] o

IT. SRR [ et

fEHRIRVER (CCFD) 2hlans>] (ML) fE4
Al — AN EZENH, H RS ET N RS
CEZ R, AR DI, KNN, BELARMAN 285 1)
FHLSE BRI O, DASR Sk PR RE [5]-(7] - IR
JEE AR 2 ) 48 R H SRk — AR A i w1 (8] o A&
T, 3k SERIAY = e YE A APERE T B AR Bt g o
BRI TR R RPRAS 9] o Wit
e PRI ) BT P8 — A A T B G p
W PR AT v (FGSM) . 8586 B2 T
(PGD) #1 Carlini & Wagner W28 AT T 2109
WF5E |10]-12] o KT, EAHEREEIR P& v,
SRFEAE - REVER I, R TR A B e A S

=
=]

WOk T IO PR 3] . RAS—LeRRgeRIT T CCFD
R XU, (L3 T Ak 2 4 ep e 1 B TRV E
23] | [13), [14] , 7 HB B MR 2 DA 3 2
B (18] « 5, 15 A A LR MG R
e G REAR— BR) L T B PE RO ATS 32 75 B JH T SR VE A )
—AEX— U LT A 1 43 [16] . s, TEA R
550l PR AT B B X L Tt B P T SR A R ) AT AT
MAAREIIE, XRATII ST O A A
TIT. 428 RELE

AT AR B FF 2 BF 5T 4 S0 5 T L2
(ML) 945 Fi R VER M (CCFD) B ) 22 4 ik, 2%
FAZGUR AN H B, B4 1 2 F He2e A IR I
SRAFIR. HT ML 553:0 CCFD i # 4 ik — 4
TR, TEXA I, 22 5 Sl R
(WSS ] . 225 4. RAIEZN) A ek
SHRVE (B0, f5 1 -RBIHR) . ML A6 I e LA
P U AT A . TR, AR
F AT T R e SR A SRR R S R
AT T A A8 5 AT 6B BE 7 160 £ /N TR o i i 4
BRI K15 B e XSO BT DS 24 s K
VR, — MR AR T4 2B, SR EN
B

FEARAT T, FRATHE 1 e 5 0 A SRR A 1 B 1k
MESL, WS R B et . e [ s,
oA E SE G — PR LTy v R R A B
(FGSM), T 50 B b e =T BT A et B
AL HIRIFIE COFD %5 F Xk 2 B
B, BRI R B T U BRI
VELETGE R, JR TSRS 585 55— B B (%47
FEAS, FERFEATVEET o T 5 TBA AL ST R fr 3
A XS TR T R BRAREL A PSR A S
Bse RN, AR IR SRR CCFD %5,

X HESE, AT B S B T
SR I 1 T2 A BB P R . TR B ST 4% SR
T, TEA ATl bR R B A T LR ST R VE ARG
BRI, R 22 Aok b DAV B U A A6 5
A WEF IR ERANGIER P

1) R FH A IE S T R LR T R HLE
2 STRRLH T 56 BE T e S HAS POk R AL S 3
T CCFD, BT (LR) &—Fh 2 6 0 56765



Gradient-based
Machine
Learning Model

v

Safe Transaction

v

Fraud Transaction

\

v

\ 4

Tabular Financial

\ Dataset / [

Gradient-based
Machine
Learning Model

Machine

Ensemble-based
Learning Model

| [

P 1. BT FGSM A{E R YRR B X Bt i B A E S

eI ST VR, AR ASHIEAG e o A AR
% (17]-(19]. 5L L AR R, LR R
FHB R SR B TN W2 0 A0 1 JERE N ROMER [20]. 2
R XUH

1
- 1+ exp(—m)

o 7 SR AR S50 S L

BERLSHUE ISR (MLE) #7081k, pA
FoMEsr iR, WSS, LR B, @i
HTEE A AR R AT A2 (B, 7 > 0.5 Bisrk
AR L, AR 0) [20). S EHEZIE T LR, #
AT L R s 7R R I

2) MR TFaE ST RN R
ST AR BT B ORI 5 B TR B i ] 24
o, EATEA SR ARG R . kSR
AR T A A0 AR £ L 5 i o B AIE I HEAT 4
%, —ATRBIBELE BN (RF) , X2 —F 402
RN AE 45 AR S S . BB A ki, A
SR TE B SE FURRAE 25 IR [21) i B ALRE R 14 b
Y%k, ERENLERA I —FFRh E B3 A (bagging)
(RS T BERLEE , FESCA TR 6 ISR R
[F] RE AR SR T4 A

SET48 R4, RE S G v e i 2 50t =
T B AT . FEREE S, Bk

Logit () (1)

TSR TR o 0RO SRR AR R )5 ) A BB AL
MR ARSBR AT AL BE 7 H W LA U [22].
B. sfHsk k4t R ERMIESR

BRSO IEAE S RO IGEROR . AT e
2 CCFD %35 R R xt it . 7 Smx—H
PR, FRATRA FGSM 1 1 B BB AR . FGSM
Goodfellow % A [10] 51 A, J/R T ML B2t
BT . A TR e SR T AR A B
JE, HEAEREEE T ) bR — AN B A R A

n=e-: Sign(sz(97 T, y)) (2>

H ) e 2 —A/MUESIA T, 0 FRERSE, « 2
A,y 2HEWRE, J(0,2,y) 2K EE.
BN RTTREAR T AN
¥ =x+n=z+e-sign(V,J(0,2,y)) (3)
Horr o TR A U XTHUREAS o 2 2k A1) AR A A
FGSM AR T 5 AN FFE DA S 0252, TRl AR R
JANAEA RN
IV. 5%
A HEE
FAIEH T —1 K B Kaggle WA HEH RS
¥y dE [23), JLoh g 2013 4R K I RS A



284,807 SR gy KRG = FEAR P4, R 0.17% (492)
B AIVE TR, R T B I R Ol . S TR
LB, FHEMEH PCA T TIEA AR, B T4 &
V1 — V28, 1 ‘Time‘Fl ‘Amount WFEDAMFEE . 8 T &
PR FIA I, ATV T SMOTE $0R [24) >k
HEIUVE R B FEA & . FdRge o B 58
80% M YNZREERN 20% H ML, DAPRREZ N /37
B. iH1EI84F

AT A T VP A AR B FE AN P A 0 AR R VR A
(CCFD) fE55Hirtkae, AT 7 AR EFebr G35
Witk REEEFNMMC. HERAME SO TR R T AR, T
o 22 R0 A (1] 25 U4 2 30 A 24 T 5 3R RV S 091 9 A
MUEAREATERIBE ST AL, AT IA T IERE RN
— SRR R AR AN 5 55— MR R -

A, BT M A

T B IPARHIG E S s, A e
Kaggle CCFD $Hit4E NGl 74 LR B, 5
SR PR R AT 2 [ B -

1
e

Sk i

0.99
0.17
0.92

Accuracy
Precision
Recall

o 1 T I A T 3 4 0 RE IS A R0k
WS Gy o AR, RIS BARAAG R R IR B A
Rl , TG A RIS, XA
s i DARE 21 o

Misclassified Samples in Target Mgdelp SN 2 1% 48 27 )2 44 2oty

Transferability Rate =

RIGARNT T VP4l 22 40 2 BV I 37 5% 1 22 4 KU
BREHYL,
C. E¥t

FATRAZ RIS (LR) /E LB, FAER
75138 1 B T AR AN TE B VARG I+ A ek UK
SR S T B 1 A L 25 5 32 B A e FE A5
¥ (FGSM) SEXTHLICE 1 8 m . AL A scikit-learn
JE (25] LB, AR RS B .

h T AR B , eI S R
ROR L& e E e v THAS (ART) [26]
Xof FGSM B #bAT 7 M o Rk shat %t 4 b IF
B JEHVERE 5, E bR Sl i e/ N A S HL R %
F AR VAR

AT IHE TR, AT T4 LR Tt
FEAZ A W] AR A IR —$idi 4 1 DA 80/20 43 24541
R AR TR RO BEALARAR (RF). XFHET
RN BEEEE R T AN, IR T RIE
T 22 58 XU RE AR B B T2 KU

V. GER 550

TAVER TR TS H-REER (CCEFD) 1%
#\EE (LR) BB HEp A5 ik (FGSM) 1
HRIEER, T THERTE e B4 11356 WA 17 O DA Skt
PobEA AR TR RO (BEHLARAR) B0iEREME.

Total Adversarial Samples

R T VA LR BRI o Me s 1, A
FGSM A= 5L T XHIAEAS, B A il 4E H e 7 2 i i
AL T . B e (HECHE R 2.2, H H A BUW AT HURE AR 4
TH R AR . BRI S BB %
[ 7 :

# 10
BB PR

Sk i

0.99
0.11
0.56

Accuracy
Precision
Recall

HEME R 0.92 fH Lk, AR EE IR, £KHT
A0% IR VERZ 9 B A A 28 R ARV . ORI VRGN B
FIRYRIE AR 2 T X P BT R i 28 4 KUK, 5
THE CCFD #4:H 73 A R KB EEHLH o
C. epsilon 3T #2721t 04 3eh)

R T AT R S AR AL R R e, FR
TR T e (EIF AR HAT B BRI . 2552 H7E
Blsh.

MR, BefmgespA Fiady:

e TEe=04b, BEFN 0.92, FHAERAGXII

B DL T BRI T 92% BIRVERZ 5

o M e B9BEIN, HERES TR, SR FGSM ¢

TR R AR W



Recall vs Epsilon (eps)

—8— Recall

0 1 2 3 4 5
Epsilon (eps)

P20 MHLHRBIEM () MEALH FIR A, BB Ba S MR ATE.

o Ye=22H, FEIFEFKED 0.56, XEKLILT
VIR B s 2.
o T e > 2.2, HEEEET 0.56, XERMIFE L
J B IR B8 R 2 2 I (T B M i
SRMEFIAY EkE FGSM HA — A ki
S, BRI P OB R 25 AR e
. Rl BRI AR SR, ST RE LK
VEREAHEARE B HLRUA A, RS R ELSE, 3 Hll
SRR TR E A S BRI, LA, s
TR £ G RE AR AR T 52 00 43 261 07 503 H R g e
DR, SRR
D. 3R M

T S BRI A A A B, F )
ST — A 3 R VERE 5 0SB (AT XA
% [ R4t T3 BE

% 00 11 ¢ B W B8 1 BB e AP B 155 T 1 A7
ok

o Zit PCA BEGIGFHE (V1 — V28) EIHAL N
£2.2 B — B, X eI F B DL IR SR ] I
B, X SR SRR T, B RN
AL AL R S TS RS 25

o VAN R E RSB IL TR AL, IR
PRt X 2 Bl S AR 2 (A T AR S G52 5 4

o DG BRI T BIALG EE b A URYE, oS
T AERVE o A P T A BRI TR B
S )

E. 33t Any it At
N T XU AS R R R, ST UE 8
B 73— BB RE Sy . AR, FROTIEREGEH

2 11
XIS T— A IR 50 R VERE A .

FEAE 2 () Zn (bitk) Lzl
Time 48884.0 48886.2 2.2
V1 -2.13905056 -4.3390503 -2.19999974
V2 1.39436766 -0.8056323 -2.19999996
V3 -0.612034895 -2.8120348 -2.19999991
V4 1.04932706 -1.1506729 -2.19999996
V5 -1.16210191 -3.3621018 -2.19999989
V6 -0.768219363 1.4317807 2.20000006
V7 -1.99723740 0.20276256 2.19999996
% 0.574996543 2.7749965 2.19999996
V9 -0.980831776 1.2191682 2.19999998
V10 -2.49561925 -0.2956193 2.19999995
V11 2.55558915 0.3555892 -2.19999995
Vi2 -3.53043627 -1.3304362 2.20000007
V13 -1.01623382 1.1837661 2.19999992
V14 -3.45519658 -1.2551966 2.19999998
V15 -0.056363864 2.1436367 2.20000009
V16 -2.46773703 -0.26773703 2.2
V17 -7.14032597 -4.940326 2.19999997
V18 -1.27128002 0.92871994 2.19999996
V19 -0.00172192354 -2.201722 -2.20000008
V20 0.0254265126 2.2254264 2.19999989
V21 0.696954881 -1.5030451 -2.19999998
V22 0.740003045 -1.4599969 -2.19999995
V23 -0.155115249 -2.3551152 -2.19999995
V24 -0.0506074461 -2.2506075 -2.20000005
V25 0.268368293 -1.9316317 -2.19999999
V26 -0.469432841 1.7305672 2.20000004
V27 -0.405813768 -2.6058137 -2.19999993
Va8 -0.152170847 -2.352171 -2.20000015
Amount 19.73 17.53 -2.2

FGSM M 75 12 48 [ AR b A= B XU A 2 75
RESUCOW AR BT RE FE AL, GIBEHLARAR (RF).

1) A% RFAER WAL —4 RF 3384 E LR #
TAH ) B e Bt AT TR, G T AIRRR 80/20 1)
YIZE-MR5r 5. RE 78 RAPEMNRAEAS R RE T
vl R

IV
SRR R AN
JiE i i

Accuracy | 1.00
Precision | 1.00
Recall 0.95

MEN R, FEESELET, RE ERVERT L
TRF] T e,



EV
BN B XTI T TR VB HE

Actual Predicted: Non-fraud | Predicted: Fraud
Non-fraud 56861 5
Fraud 0 96

2) A AAE KBS 3 N TR RE SHHEEA
(o RERE . FRATEH AT FGSM A= iy LR A %5
AN T UIZREFaY RE B, 2550 R 2 VI ok

% VI
PUERLG LTS
JE ik i
Successful attacks 34
Failed attacks 2
Transferability success rate | 94%

PR (94%) RWNEETHEE RN LR 35
TP DTS B U3 B 2 P AR B TR O I R
PERE o X FRIIRTHT M AS ORI A B
A AEA R B R 3 et Z 1) 45 14

3) TEAG AT LA TR B UREA 1 5
R

o FRALZEEPEST: RAEFEVARMA L, HEK
T RRE B E T4 25 . FGSM 5 A2 v fiE
KUY RHFFE R RS, SEOR .

o HEHGHA: LR A RF BORERTE A —Hdi 46 b
BTG, XEWREENT RS 2R S
Fro XA X LR AR ish th & RF
AT BEE o

o SERSE ST BARBEPLARMRZ 2 T 0
EAFFAEREYLIE, (B EIRE S Z 3 RGNS
ARSI, A2 R 2K
X LB RIS T A IS ROV I R 4 P o AL

Bl RSz B2 A A . B ERE 2 A 26
ar AR R EHRE, TR AT T e P A A R e i X
PO Z T o RAEHIWIT IR BN GREARRH AR
TEVATL A A P ik 22 XU «

VI. 45ig

TEASCH, BATWRTE T 16 R HVER (CCFD)
BRI BGE R S, ER G i Peds FEAT5 ik
(FGSM) L BUHAUREAS B2 AR TR ZMEBE . 5 51

e IR | A A [T SN 92% N IR 56%, ik LEE)
MR T A BRI R B 94% e Re R, ok
AT RIS AE B R R R B B2 B 22 A AU o

UGB AR T Z M BUB L —— il
Zh. FRALIE WAL RIER IR (10]  (HXEETTIERZ R
e AERM B AR TT K . BEEEIRIE TR B AERs Ik dh
BB (27] 1 A TIUAL B AR AR R e R
IS Y T 4 WA P D X LA sy s i (28] o AT
CCFD A2 w4 385 A 1 R AR 2 ST 5

AR BB IE N T T S ks Bt _E bl e~
(ML) HERLE BT v, WA HAEAS Fh SRk
EEMARE, HIHRRENZ M EMBEARNE S
M o

B MABGEE N T ML BRI S T RS
e e g R, B T E TR BT E . JT AR
T R ATUBRA XTI A S T P < R VARG
GE AR AL 2 G E B

Bt

HOAEEER T iz E AR AR (AT
8) BEATILITAR, A5 2B R G VR — i gt B
FEH B — 70 AR TRGE 30 T B A TARR)
BEE

27 CHk

[1] D. Lunghi, A. Simitsis, O. Caelen, and G. Bontempi, “Adversarial
learning in real-world fraud detection: Challenges and perspectives,”
arXiv, vol. 2307.01390, 2023. [Online]. Available: https://doi.org/
10.48550/arXiv.2307.01390

[2] N. Akhtar, A. Mian, N. Kardan, and M. Shah, “Advances in ad-
versarial attacks and defenses in computer vision: A survey,” IEEE
Access, vol. 9, pp. 155161-155196, 2021.

[3] F.Cartella, O. Anunciacao, Y. Funabiki, D. Yamaguchi, T. Akishita,
and O. Elshocht, “Adversarial attacks for tabular data: Appli-
cation to fraud detection and imbalanced data,” arXiv preprint
arXiw:2101.08030, 2021.

[4] S. Xuan, G. Liu, Z. Li, L. Zheng, S. Wang, and C. Jiang, “Random
forest for credit card fraud detection,” in 2018 IEEE 15th Interna-
tional Conference on Networking, Sensing and Control (ICNSC),
2018, pp. 1-6.

[6] A. Ali, S. Abd Razak, S. H. Othman, T. A. E. Eisa, A. Al-Dhaqm,
M. Nasser, T. Elhassan, H. Elshafie, and A. Saif, “Financial fraud
detection based on machine learning: a systematic literature review,”
Applied Sciences, vol. 12, no. 19, p. 9637, 2022.

[6] D. Varmedja, M. Karanovic, S. Sladojevic, M. Arsenovic, and A. An-
derla, “Credit card fraud detection - machine learning methods,” in
2019 18th International Symposium INFOTEH-JAHORINA (IN-
FOTEH), 2019, pp. 1-5.


https://doi.org/10.48550/arXiv.2307.01390
https://doi.org/10.48550/arXiv.2307.01390

[7]

(8]

9]

[10]

(11]

12]

(13]

14]

[15]

[16]

(17]

(18]

S. Kumar, V. K. Gunjan, M. D. Ansari, and R. Pathak, “Credit card
fraud detection using support vector machine,” in Proceedings of the
2nd International Conference on Recent Trends in Machine Learn-
ing, IoT, Smart Cities and Applications: ICMISC 2021.
2022, pp. 27-37.

R. Asha and S. K. KR, “Credit card fraud detection using artificial
neural network,” Global Transitions Proceedings, vol. 2, no. 1, pp.
35-41, 2021.

F. V. Jedrzejewski, L. Thode, J. Fischbach, T. Gorschek, D. Mendez,

and N. Lavesson, “Adversarial machine learning in industry: A

Springer,

systematic literature review,” Computers € Security, p. 103988,
2024.

I. J. Goodfellow, J. Shlens, and C. Szegedy,
harnessing adversarial examples,” 2015. [Online|. Available: https:
//arxiv.org/abs/1412.6572

A. Madry, A. Makelov, L. Schmidt, D. Tsipras, and A. Vladu,
“Towards deep learning models resistant to adversarial attacks,”
2019. [Online]. Available: https://arxiv.org/abs/1706.06083

“Explaining and

N. Carlini and D. Wagner, “Towards evaluating the robustness of
neural networks,” 2017. [Online]. Available: https://arxiv.org/abs/
TROR (14644

A. Agarwal and N. K. Ratha, “Black-box adversarial entry in finance
through credit card fraud detection.” in CIKM Workshops, 2021.
Y. Zhou, M. Kantarcioglu, B. Thuraisingham, and B. Xi, “Adver-
sarial support vector machine learning,” in Proceedings of the 18th
ACM SIGKDD International Conference on Knowledge Discovery
and Data Mining. ACM, 2012, pp. 1059-1067.

D. Lunghi, A. Simitsis, and G. Bontempi, “Assessing adversarial
attacks in real-world fraud detection,” in 2024 IEEE International
Conference on Web Services (ICWS). IEEE, 2024, pp. 27-34.

P. Tiwari, S. Mehta, N. Sakhuja, J. Kumar, and A. K. Singh,
“Credit card fraud detection using machine learning: a study,” arXiv
preprint arXiv:2108.10005, 2021.

T. Wang and Y. Zhao, “Credit card fraud detection using logistic
regression,” in 2022 International Conference on Big Data, Infor-
mation and Computer Network (BDICN), 2022, pp. 301-305.

A. Mahajan, V. S. Baghel, and R. Jayaraman, “Credit card fraud

detection using logistic regression with imbalanced dataset,” in 2023

[19]

[20]

[21]

[22]

23]

[24]

25]

[26]

27]

(28]

10th international conference on computing for sustainable global
development (iNDIACom). IEEE, 2023, pp. 339-342.

M. V. Krishna and J. Praveenchandar, “Comparative analysis of
credit card fraud detection using logistic regression with random for-
est towards an increase in accuracy of prediction,” in 2022 Interna-
tional Conference on Edge Computing and Applications (ICECAA).
IEEE, 2022, pp. 1097-1101.

M. P. LaValley, “Logistic regression,” Circulation, vol. 117, no. 18,
pp- 2395-2399, 2008.

L. Breiman, “Random forests,” Machine learning, vol. 45, pp. 5-32,
2001.

S. J. Rigatti, “Random forest,” Journal of Insurance Medicine,
vol. 47, pp. 31-39, 2017.

M. L. G. ULB, “Credit card fraud detection,” n.d.
[Online].  Available: |https://www.kaggle.com/datasets/mlg-ulb/
creditcardiraud/data

N. V. Chawla, K. W. Bowyer, L. O. Hall, and W. P. Kegelmeyer,

“Smote: Synthetic minority over-sampling technique,” Journal of
Artificial Intelligence Research, vol. 16, p. 321 — 357, Jun. 2002.
[Online]. Available: http://dx.doi.org/10.1613/jair.953

F. Pedregosa, A. Gramfort, V. Michel,
B. Thirion, O. Grisel, M. Blondel, P. Prettenhofer, R. Weiss,
V. Dubourg, J. A. Passos,
M. Brucher, M. Perrot,
Machine learning in python,” Journal of Machine Learning
12, pp. 2825-2830, 2011. [Online]. Available:
https://jmlr.org/papers/v12/pedregosalla.html

M.-I. Nicolae, M. Sinn, M. N. Tran, B. Buesser, A. Rawat,
M. Wistuba, V. Zantedeschi, N. Baracaldo, B. Chen, H. Ludwig,
I. M. Molloy, and B. Edwards, “Adversarial robustness toolbox
v1.0.0,” 2019. [Online]. Available: https://arxiv.org/abs/1807.01069

F. Tramer, A. Kurakin, N. Papernot, I. Goodfellow, D. Boneh, and
P. McDaniel, “Ensemble adversarial training: Attacks and defenses,”
arXiv preprint, vol. arXiv:1705.07204, 2017.

G. K. Dziugaite, Z. Ghahramani, and D. M. Roy, “A study of the
effect of jpg compression on adversarial images,” arXiv preprint, vol.
arXiv:1608.00853, 2016.

G. Varoquaux,
Vanderplas, D. Cournapeau,
and E. Duchesnay, “Scikit-learn:

Research, vol.


https://arxiv.org/abs/1412.6572
https://arxiv.org/abs/1412.6572
https://arxiv.org/abs/1706.06083
https://arxiv.org/abs/1608.04644
https://arxiv.org/abs/1608.04644
https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud/data
https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud/data
http://dx.doi.org/10.1613/jair.953
https://jmlr.org/papers/v12/pedregosa11a.html
https://arxiv.org/abs/1807.01069

	介绍
	文献回顾
	提议的框架
	机器学习模型在我们的框架中
	基于梯度的机器学习
	非梯度基于的机器学习

	对抗攻击技术在我们的框架中

	实验
	数据集
	评估指标
	实验设计

	结果与分析
	基线模型性能
	FGSM对逻辑回归的影响
	epsilon 对模型鲁棒性的影响
	特征扰动分析
	对抗样本的迁移性
	基线RF模型性能
	对抗样本传输性实验
	可转移性分析


	结论
	参考文献

